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1. VLAN per SSID

This document describes how to configure VLANSs sihdN per SSID feature on the Access
Controller. This feature is useful for isolatingaver more types of network traffic.

1.1. VLANs and VLAN per SSID

Virtual LAN per SSID is used to segment or sepatiaetraffic arriving from different SSIDs.
VLANSs on the Bountiful WiFi Access Controller arerdigured as Tagging interfaces. A
Tagging interface sends the Ethernet packet withAN tag inserted just before the IP portion
of the packet. Tagged frames are used to trarts#evVt AN ID to the connected network device
such as a switch or an Access Point which allowdriific to have a virtual separation of the
layer-2 switching decisions that occur on a simpdigsical device.

Figure 1-1 shows an example network for an asslsted) center called Apple Acres. At this
location the owner would like to offer free WiFi@ss to tenants on the “AppleAcres” SSID
while maintaining security for business traffic afiStaff” SSID.

Internet
Connection

Staff — for business traffic
AppleAcres — for tenant traffic

Figure 1-1 Apple Acres Proposed Network

To configure VLANSs on the Access Controller navegtd the LAN interface screen as shown in
Figure 1-2.
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Interfaces: LAN

A Primary Tagging or Untagging Interface must be created for proper operation of YLANs.

WVLAM Motes:

Al YLAN interfaces are created as Tagging interfaces,

A WLAN interface can only be associated with one Interface.

APs can only be managed via the Default WLAN (WLAN Tag = 1) or an untagged Primary interface.

Created WLANS show up on the SSID configuration page in the WLAN per SSID drop-down. Once a SSI0 is associated
with a VLAM it is selectable on the individual AP configuration edit screen when the Enable YLAN per SSID is checked.

After creating a YLAMN or changing an 1P address please review the DHCP Server settings and Firewall Rules for that interface.

Primary Interface

YLAN

1P address Netmask ‘lagging_ :l'é'g" '.Ij:escripi:ibn-
‘ 192 168.101.2 24 = O 1 Py LN
Save
Wwarning:

After you click "Save", you must reboot your firewall for changes to take effect. You may also
have to do one of mare of the following steps before you can access your firewall again:

® change the IP address of your computer
® renew its DHCP lease
® access the webGUI with the new IP address

Vlan Interfaces on LAN

1P address T’aggiiﬁ_g_' '-\EL'Hw-!d.'Ta_g_; i ﬁss(ﬁpﬁ.hn

®

Figure 1-2 Interfaces: LAN Screen

First create the Default VLAN by clicking the Taggibox for the Primary Interface. Then click
Save. The page will reload and a message indictatga reboot is necessary for the changes to
take effect. Click the (+) symbol to add a VLANenfiace to the LAN interface. The Interfaces:
LAN: Edit VLAN page will be loaded. Enter the vakias shown in the input fields in Figure

1-3. and click Save. Upon clicking Save the Integta LAN page will be displayed.
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Interfaces: LAN: Edit VLAN

VLAN tag 20
802,10 VLAK tag (between 2 and 4094)

Description |5taff WLAN
*fou may enter a descrigtion here for your reference (not parsed),

IP address 10.10.20.1 []24 =z
Save

Figure 1-3 Interfaces: LAN: Edit VLAN

Click the (+) symbol again and create a VLAN foe thenant traffic with VLAN tag = 30
Description = Tenant VLAN and an IP address of @@BQ.1 with a 24-bit netmask.

Once the two VLANSs have been created the Interfdo&ll page will look as shown in Figure
1-4
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Warning:
After you click "Save", you must reboat your firswall for changes to take effect. You may ako

have to do one or more of the following steps before you can access your firewall again:

® change the IP address of your computer
® rengw its DHCP leace
® access the webGUI with the new [P address
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| Done

Figure 1-4 Interfaces: LAN page showing configured/LANs

The newly created interfaces will not have rulesngel in the Firewall and will have their
DHCP Server disabled. Edit the rules on the vlanérface by clicking on the Firewall Rules on
the navigation menu then clicking the vlanl talif@nFirewall: Rules page see Figure 1-5.
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Figure 1-5 Firewall: Rules — vlanl

Add a rule by clicking the (+) symbol and definitig rule for any protocol with Source = vlanl
subnet; Source port range = any (blank); Destinadioy; Destination port range = any. Clicking
save on the Firewall: Rules: Edit page will rettorthe Firewall: Rules page which will now
appear as shown in Figure 1-6.

Figure 1-6 Firewall: Rules after Adding rule

Add rules for vlan20 and vlan30 to allow trafficgass. Note that additional blocking rules can
be added to prevent forwarding traffic betweenttin@ networks if desired.

The DHCP Server must be enabled on vlanl to allenAPs to acquire and address and boot
their image off of the Access Controller. Click the DHCP server under the Services item on
the navigation menu. The Services: DHCP server paljbe displayed see Figure 1-7. Click on
the vlanl tab. Click Enable DHCP server on vlariériace. Enter a range of IP addresses in the
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Range fields. Enter the vlanl IP address 192.18821i the Next server field. This is important
for the APs to be able to boot their image and sedbeir configuration from the Access
Controller. Click Save to store the configuration.

Figure 1-7 Services: DHCP server screen for vianl

Enable the DHCP server for vlan20 and vlan30 as (seé Figure 1-8). These do not need the
Next server field filled in.

Figure 1-8 Services: DHCP for the vlan30 interface.
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Reboot the Access Controller by clicking the rebbok or clicking the Reboot system menu
item under Diagnostics section of the navigatiomme

Configure the SSID by clicking the SSID configuoattitem under Wireless. Then click the (+)
symbol to add an SSID. This will bring up the Wade SSID Configuration: Edit SSID
configuration page (see Figure 1-9). Enter Staftliie SSID name and select 20: Staff VLAN
for the VLAN per SSID, then click Save. Perform ga@me for the AppleAcres SSID but
selecting 30: Tenant VLAN for the VLAN per SSID iead.

Figure 1-9 Wireless: SSID Configuration: Edit SSIDconfiguration screen.

Finally configure the AP to use the VLAN enabled[3$by clicking AP configuration under

the Wireless menu and clicking the (e) symbol atright to edit the configuration for the AP.
Uncheck the Use default ap configuration if itieecked. Check the Enable VLAN per SSID
box which will populate the SSID dropdown menudwWi_AN per SSID enabled SSIDs. Select
Staff for SSID 1 and AppleAcres for SSID 2 (seeurggl-10). Click Save which will bring up
the Wireless: AP Configuration screen.
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Figure 1-10 Wireless: AP Configuration: Edit AP corfiguration.
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Figure 1-11 Wireless AP Configuration after editingAP configuration

Push the configuration out to the AP by clickingtba (p) symbol on the AP configuration
screen (see Figure 1-11). Once the push symbbtied a % complete status will be displayed
at the far right until the configuration has beetrieved and applied by the AP.



